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Overview

Passwords represent the greatest security risk to businesses today. With Keeper, your
employees have on-demand access to encrypted passwords, websites and applications,
increasing their productivity while protecting them with best-in-class security. This
document covers the most common use cases of the Keeper Enterprise product.

End-User Vault

Every user is provided a secure and private vault. Keeper works on all device types, platforms and operating systems to
allow users to:

Create and manage strong passwords across all device types.

\

Securely store files and other secret information.

\

Autofill passwords across web browsers, apps and mobile devices.

\Y%

> Share confidential information between users and teams.
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Keeper is a zero-knowledge vault that is protected with multiple levels of encryption. Each user’s vault is protected by
a Master Password which is used to decrypt data, and two-factor authentication system that protects cloud access to
their account.

The Master Password is used to derive an encryption key using PBKDF2, which is used to encrypt and
decrypt the vault.

Each password and file stored in the vault is protected with a separate strong 256-bit AES key.

Users who use Keeper SSO Connect don’t require a master password, as the encryption keys are then
controlled by the Enterprise. Fingerprint (Windows Hello, Touch ID, etc.) can be permitted as a convenience factor.

Web Vault / Desktop App for Mac, Windows iOS Touch ID Login
C | @ Keeper Security, Inc. [US] | https://keepersecurity.com/vault/ w o@ i
© Account £ Settings & import © Backup O Logout
Q search © | © Create New
m = 2 5B B § New Record

> A Address Book Title
> B Auto

> Bl AWS-KP

> I AWS-LU

> B AWS-OW

> AWS Users
B Login URL

> A Banking
> 1B sils Touch ID for "Keeper"”
> BA Bills & Credit Cards Sign In as craiglurey@gmail.com

> B BofA2016

> A Galpod, Inc. Cancel

= Tella Friend About Keeper Privacy Policy

> B Carear - Racniiting Sites

Windows 10 with Windows Hello Biometric Login

Create Account

~
@

Windows Hello Login

Use Enterprise SSO Login
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2 Generate Strong Passwords

Creating unique and strong randomly generated passwords for each website is critical to limiting the risk of a data
breach and improving the overall security posture of an organization.

Keeper generates strong passwords inside the vault...

Web Vault Password Generator Browser Extension — New Record Creation
New Record
Tite Be great at what you do
Linkedin
Get started - it's free.
Login First name
Password

Last name
SwiznIl7b!voPwd#

| @ keeper

| B8 www.linkedin.com
Character Length: 16 Email

{3 | Titke
A-Z 0-9 Sym [ LinkedIn: Log In or Sign Up
Password (8 Login
| craiglurey@gmail.com

Login URL
hnps:fmnkedln.com

Password

By clickinf 2Doof lo#lg¥m
Agreef @

- Character Length: 12

A-Z 0-9 Sym

# Custom Field

Folder
Login URL
https:/www.linkedin.com/
# Add Files or Photos Notes
Note

...and automatically suggests passwords when registering for accounts on the browser extension.

New passwords can be kept private to the user or shared to individuals or a team.
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8 Autofill Website Passwords with KeeperFill®

KeeperFill for web browsers provides a powerful and easy-to-use autofill feature. Various paths and scenarios are
covered by the browser extensions, including the following:

> Filling a login and password

> Selecting from multiple passwords on the same website
> Automatically filling a password (optional)

> Prompting to fill or manual click to fill

> Saving new passwords to the vault as you type

The ability to customize the behavior of the browser extension is covered in the Settings screen of the extension.

Browser Extension — Autofill Prompt Browser Extension — Multiple Account Fill Browser Extension — Options
[a]
Email _ % | @ o R
. . A
@ Sign in ‘@ keeper X
Password a kee| x Email (phone for mobile accounts)
. l Faad @ Show Locks a
| wwwautocheck.com | ls_|
i ; | il Hover Locks |
Would you like Keeper to auto-fill your login? P " . | |
R Fast @ keeper : X _
NoThanks |  Yes | | [Z Prompt to Login a
‘ ' *] B8 9
[ Don't shaw agan. Logins Payment Cands Ackiresses 51 Prompt to Fill «
‘ I 4 B Prompt to Save a
w AWS craig@lursy.com
- 5
b craig@lurey.com =X { Prompt to Change a

“ Show More
|® Themes

New to Amazon?

Create your Amazon account | © Logout Timer

Keeper Security, Inc. ©2017 6
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Change Passwords and Increase Security with KeeperfFill

Keeper automatically detects password change forms on websites and can rotate your password to a strong auto-
generated password with a single click. By using Keeper’s Security Audit screen, you can identity which accounts

require an update.

On the “Change Password” screen of the website, Keeper will automatically prompt you to update your password.

1l
be
@
a
@

Change password

All Re-Used

Require Update
94% 1

Security Score

B Amazon - Mom

B Amazon - Pronse

Autofill a Native Desktop Application
with KeeperFill for Apps

Keeper Desktop provides a unique and powerful native
app form fill capability using a simple keyboard hotkey.
IT admins who are accessing remote services can
make use of this capability without having to resort

to “copy” and “paste”. By storing all passwords in

the vault and using KeeperFill for Apps, you can be
assured that your application passwords are not stored
anywhere in plaintext.

KeeperFill for Apps works across Mac and PC
platforms with popular native applications such as:

> Skype, Slack, Evernote and other productivity apps
> Custom and/or proprietary applications

> Remote Desktop, VNC, Terminal and other

command-line utilities

KeeperFill for Apps is available in the “Settings” screen
inside Keeper Desktop.

Keeper Security, Inc. ©2017

Use the form below to change the passw

Current password:
L8
@ keeper X

a www.amazon.com

Would you like to change and save your
password?

NoThanks | Yes |

[ Don't show again.

T

KeeperFill for Apps using Microsoft Remote Desktop
on Mac OS

[ N Edit Remote Desktops -
—0—
= 0O =
General | Session  Redirection
RDP Demo

i ta U
Connection name  Friendly name for the remolg GommandDrGantrol+ Shift+2
Administrator

PG name |Hostname or IP address |

1 P
Gateway = No gateway configured CommandOrBantral-Shift=3

Credentials

User name | Administrator

| ShopSite Info

Password | sersssssssssssssrnianins

Resolution  Native

Colors  True Color (24 bit)

Full screen mode  OS X native

Too

Start session in full screen
| Scale content
Use all monitors
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Protecting Confidential Files, Photos and Videos

Keeper protects confidential files with 256-bit AES
encryption using record-level keys, just like our
password encryption technology. You can drag-and-
drop files into your vault or take pictures & videos
directly from your mobile devices.

Examples of files that might be stored in the
vault include:

> Customer information

> Financial & Banking Documents

> Tax Returns

\Y

Medical photos and videos

Example of Financial Documents Stored in the Vault

2014 Mortgage Refinance Docs ©

Title
2014 Mortgage Refinance Docs

Shared Users

Folder
Financial

Files or Photos

20141015_0_6.pdf

B 47.18KB

20141016_0_6.pdf

B 47.19 KB

? Drivers License

Keeper Security, Inc. ©2017

7 Protect Secure Certificates and SSH Keys

The growing threat of trust-based attacks is opening
security risks for [T organizations who rely heavily

on access to critical systems via digital certificates
and keys. Keeper protects certificates and keys
with 256-bit AES zero-knowledge encryption.
Examples of the types of certificates that can be
stored include:

> SSL Certificates

> SSH Keys

> RSA Key Pairs

> Code Signing Certificates
> APl Keys

Example of a Private RSA Key Inside the Vault

PEM Key demo.com ©

Title
PEM Key demo.com

Password

----- BEGIN RSA PRIVATE KEY-----
MIIEoWIBAAKCAQEANRG+oWWKOMtb2Vol/zZWbd20GX/PEJrBMNZHgZ78RQI900gjdDrOSVD1WL7EGo
TVCzyPLhkmifHRtb/tbvn23viMYvJB/NZgXzplwiNrLIgtxusRs8LDELTORX3Yy60S8ZIkeGURsX
6pT1gH30NVSLLYRofNBOFgZVy300MolrmB5aTrMYvWWkStMaWOenF+Qz6w33JxN7dUtLelVWQ8Kq
PoatcMOOQVUV+bh0ys27kIpWUPyecMbibivp7 Fft/gRadlliatOSes2NasE8dhE2sX4VaQDSEOpPG
20KZJxT8084dQ11M4ILsFJ3TC/QgpY5FxKmJi+g91Ai2 TwsktxGtwIDAQABAOIBAHZXTGirgL/+
HNcwk9aUPAOKMWSCAgQXISRIKAZIMSpWICE2rzgtikngj5yorOBjaTrJF ZjaOUC3WeBARCW-+eULT
YLGUJdKIT+b3N+BAN82JKNEJBDQZ3/KNDbo/QEJPIF/XTI06SIVOnmMa6ZzZHxTF2L3D/bQJgreMOqg
Q7GVFom7QQVXujFYHDvBV50QDggJRArHZOHWmoExaRqcldwcis0m3wESchbpJbg5SxFeHSigaNAT
VY3LR4JIIRT/NJ+vJRWz3eJ/ojsNRcaW8MvJJHPFSSbmBnbVweT kTknOr3W4P SMNhyqqdJE+2jlkow
PIUBZGGX5NOWXZT 1 8ySI3VIWAMKCGYEABYBHGA/NAKS 1 dfKNBIAVELSKIKUB0GVKXEGINKCXUF/N
RR+1zAJSMksBMcPLX7sgTZaQVNZTNrsZkD51bZBPKJGIQIMFYXMK3JmahY GmW4UmK9d0DzRAID6J
REQJdZLggNXIDVWIEQmMOYXDINC7euldJ+rz2iGaMEhwgiMudnmsCgYEAKTIN04WWQ3AQXd7UNCC8
8ynenFERPEXVQYAVPCISCEB75Uq4TSyvOXuknbqCILQ5RUgd+zk2nil+SGolaw/1qZ7LocGDXOG
SIVKLI41bnW1sVyAY8ZeagX|IZid3KI72FhPko5a5FI2lu52gOMixXUI2fEjd+xvSsgYF/Kma+UC
QgYEA4RK3tutBecwPW+n7CTANGE4TINOGax/4IviNE/p/cWOmQaTzAQa/ 1nJ8oFAIJNAPTI3UMBQ0
SINSNETZ+VEL KhTIKw+HOSCCXoW24LWspDWmMwS5YZAFNQVASCuabiBXxvIsQUD+ZFhCPnBMOPIG
NuBMBMVzXMI4E+ZvOINSDx0CQgYBYefqasiOkuB6D3bqTrv+62i6alACDjntsRIBEvmUHshYBoxhy
D/r5gFV8qYDZuUVY8YzPhighsWcjJ8ccMa75yMcpfHBigxrDDICATWRTDDPg+ Otoh521Q0VaCTZTt
2rPsXCCT7PH+0EYP8aVDVENIbOKDDmMphnlahAQISH|RICQKBgG1984byviBzY 1UFNUITVpwhbxpgl
KKXxMIVeU95FODJOTmUw111HOEdILIZgCAIHPLNB +Vntw4M7keqCd6SywCdry5QwWaTYYIUziwRE
dTWRvRIBEXkm31IutwUKWIweAm 1usU+390gN6vyQMJ +iac9txh TLJvOjQWFE]9KZBFxL

----- END RSA PRIVATE KEY-----

Shared Users.

Files or Photos
my_server_key.pem
B 1.63KB

Note

Remember:
chmod +400 my_server_key.pem
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8 Share a Password With a Colleague or Team

Keeper uses RSA encryption to share passwords and files. You can share passwords or files directly with another
Keeper user or with a team. Behind the scenes, information is encrypted with the recipient’s public key and decrypted
with their private key.

Permissions can be assigned to individual users, or to teams of users.

Individual Record Sharing Permissions Sharing a Folder With a Team
X

+2  Share with User Add People New Shared Folder

craiglurey@gmail.com, Shared Folder Name
B3 New Shared Folder

~ | Make Owner Users Records

Q |dd Users
Add to Existing Shared Folder ]
Can Edit @) Can View Gan Share U sys Admin Team

| Windows Team

View, edit and share permission sets can be applied to individual users. Shared folder permissions can provide control
over the management of the folder, users and records.

Teams are constructed in the Keeper Admin Console. They can be configured to prevent password viewing (called
password masking) and can be automatically created by the existing Active Directory team structure.

9 Separate Business and Personal Info

Since Keeper Enterprise provides a mechanism for Administrators to suspend and transfer end-user vaults, Keeper
Security recommends that end-users keep business and personal vaults separate. This can be done easily using
Keeper’s Account Switching features. Every platform supports the ability to easily switch between business and
personal vaults..

Switching Accounts on the Web Vault / Desktop App Switching Accounts on Mobile Devices

(@ keeper

Account Information

craiglurey@gmail.com

+ Add Account

© craig@keepersecurity.com Switch Account

Keeper Security, Inc. ©2017 9
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W O Log In With Existing Identity Providers

Through the use of Keeper SSO Connect technology, end-users can seamlessly log in to their Keeper vault with
any existing SAML 2.0 compatible identity provider such as Okta, Centrify, Microsoft Azure, G-Suite, JumpCloud
and F5 BIG-IP APN.

Once this capability is activated by the Keeper Administrator, logging in is seamless across all device types

and platforms

Alternatively, users can first log in to identity the provider and then launch their Keeper Vault.

User Signs Into Keeper With Enterprise SSO Login Okta End-User Login Flow

| o=

Enterprise SSO Login

Enterprise Domain Work +
lurey_sso_okta
The Enterprise Domain is provided by your Keeper administrator.

‘@ keeper

Cancel Connect

Administration and Onboarding

Keeper Enterprise provides a web-based Admin Console application. The Admin Console allows administrators to:

>

>

>

Onboard and offboard users

Apply role-based enforcement policies
Manage two-factor authentication

Monitor the security score of the organization

Customize end-user experience

Keeper Security, Inc. ©2017 10
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1 1 Monitor the Security Score of the Company

The overall security score can be monitored by delegated Keeper administrators to ensure compliance with
password policies. Detailed reports identify users who need to take corrective action. The record password
strength, master password strength and two-factor authentication usage is monitored.

Security Audit Overview of Key Metrics

@ keeper - ™ What'sNew? @ Support £ Logout
B3 Admin [ Security Audit 3£ Recent Activity & Order History £+ Advanced Configuration Hello, john.customer@acmecorp.com $#
Security Audit Score
This is your organization's overall security audit score based on the factors below. Please notify users for any scores that fall below
9 4 (y your acceptable internal control policies.
(¢]
View Detailed Report
2]
Record Password Strength = Unique Record Passwords Master Password Strength Two-Factor Authentication =
- ® Strong ® Unique - ® Strong ® On
Medium ® Reused Medium @ Off
@® Weak ® Weak
Security Audit Report Details
Record Password Strength
) + it

Q, Search Users £ Expon

Users Wealk Medium Strong

X Craig Lurey 1 2 21

Y GeneDias - - 1

X Paul Borghesi - - 1

Y Luise Jackson - 1 -

Y JoeEmit . . 4

Y James Smitley - - -

Keeper Security, Inc. ©2017 11
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1 2 Manage and Onboard Users

Keeper Admin Console provides several solutions to onboard users based on the size of the organization. Users can
be provisioned through one of the following methods:

> Active Directory through the Keeper AD Bridge
> SAML 2.0 via the Keeper SSO Connect component
>~ GSV File upload

> Manual entry via the web interface

Different organization units (nodes) can be provisioned in different ways. For example, end-users within one
organizational unit can onboard via Active Directory and another group of users can be provisioned with an identity
platform like Microsoft Azure or Okta.

Onboarding Users via Active Directory Onboarding Users Through SAML Adding Users Through CSV
Bridge Software 2.0/ SSO Connection File or Manually

Keeper SSO Connect™ Add User

[A)
@ keeper LDAP and Active Directory Interface

Keeper SSO Connect is a SAML 2.0 compatible Service Provider (SP) ap L

CENUES LA iz seamlessly login to their Keeper Vault using their existing identity providel
LDAP Connection knowledge security architecture while giving business customers the flex
Domain Name LDAP Port
keepersecuritylocal 636 ¥ ssL Email Address
Manage SSO Connect for S50 - AZURE @
User Name Password
Import Users @
clurey secccssecernens
550 Connect URL Quickly Import multiple users via CSV format.
et https://ssoazcl recovery.keeperapp.com:8443/sso-connect/sami/iogin
Keeper Bridge Node Drag and Drop CSV File
Users Registration SS0 - AZURE ya or
Lurey Test, Inc.
10

Active Directory Enterpriss Doman

Admin Login Register
lurey_sso_azure

Connection Status

Keeper Service New User Provisioning

© Oynamically provision users upon successful login to S50

Keeper Cloud ) Invite manully or use Keeper Bridge

Admin Login Login Required

Reset Publish

Email invitation and cobranding Customized Vault Corporate Identity

Company Logo

Advanced Configuration

Email Invitations A c M E
e

Show Mode Structure @

Add Company Logo
* Appears on Web Vault and Desktop App header

Gangel

Keeper Security, Inc. ©2017 12
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1 8 Enforce Role-based Permissions

Keeper's role-based enforcement policies provide organizations with the most flexibility to customize their solution to
meet the needs of internal controls. This includes:

> Master password complexity rules

> Two-Factor Authentication channels

> Physical location, IP addresses and device platforms
> Sharing and data export rules

> Device biometrics

Role-based Permissions are Fully Customizable Admin Permissions Settings

2 - 8 a =°]

Users Teams 2FA Bridge / S50 License Permissions X
Roles o ] Note: Only a member of this role can set the Transfer Account permission.
— Keeper Administrator Role
" Manage User
— Manager
g Employee Manage Modes
- Ery oo Manage Licences
— Assistant Node Manage Roles
Lurey Test, Inc. P Manage Teams
— Gommander v ek ’
Manage Bridge
[~ SysAdmin Add role to new users created in this Node and Sub nodes Run Reports
— Super Admin Transfer Account

& Enforcement Settings

Cascade Node Permissicns

v Users@ Cancel

— Janet Jones

— Tom Jones

— Jasmine Johnson
I Joe Smit

I~ James Smitley

I~ Ryan Rowlou

— Troy Atewall

I~ Joy Roehnert

I~ Samarth Save

— Samit Santel

Administrative permissions are also applied at the role level. Any role with administrative permission can log in to the
Keeper Admin Console and perform specific job functions.

Keeper Security, Inc. ©2017 13
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1 4 Transfer Vaults When Employees Leave

Retaining critical and confidential information is important when employees leave the organization, especially users
that are in some administrative or management capacity.

Through the use of Keeper’s secure “Account Transfer” feature, a user’s vault can be locked and then transferred

to another user within the organization. The process of account transfer remains fully zero-knowledge, and the
responsibility of performing the account transfers can be limited based on roles within the organization. For example,
only the Engineering Manager can transfer the vault of an Engineer. Or the Marketing Manager can transfer the vault
of the Marketing Coordinator.

Keeper’s security model is based on the least privileged access model. Administration of groups can be delegated
and restricted based on job function or any other criteria.

Enabling Account Transfer From the Role Enforcements Screen Transferring a User’s Vault

X
Enforcement Settings Janet Jones
janet@keepersacurity.com User Actions =
Login Settings Account Transfer Lurey Test, . Edit User
Two-Factor Authentication Enable Account Transfer Extend Account Transfer
~ Roles
(@ Accounts can only be transferred after the user accepts the transfer consent 5 Transfer Account
Ptatform Restriction agreement upon vault login. L

Employee Delete User

Sharing & Uploading Select the role which can perform the account transfer: Unlock Account
~ Teams

Account Settings © Administrator Expire Master Password

|— Developers

Email Invites

Advanced Settings

Account Transfers are a one-directional action. The source account is deleted and the
vault records are transferred to another user account.

X

Success

John Testering has been deleted. Records and Folders were transferred to Rainer Enders

Keeper Security, Inc. ©2017 14
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1 6 Audit Event Logs and Forensic Analysis

Keeper's “Recent Activity” section provides full event logging and forensic analysis capabilities to comply with
corporate governance and audit requirements. Dozens of event types are tracked throughout the system while
maintaining zero-knowledge. Only privileged users with sharing or ownership rights to decrypt individual vault records
are capable of viewing the stored vault information.

Recent Activity Screen Activity Event Filters
[ admn [ Security Audit E R & Order Histo £+ Advanced Configuration Hello, Filter Search
O Change Master Password
Q, search T Filter Search % ) Change Role
! Change Security Question
User Event Date = Time = ) Change Status
) Change User
A Craig Lurey Login 9/14/2017 5:38:06 PM ) Delete User
A Deleted User ID: 11119554 Login 9/14/2017 5:16:21 PM ) Auto-Filed Gredentials
) Login
A Deleted User ID: 11118554 Login Failure 91142017 5:16:18 PM -
Login Failure
A Janet Jones Login Failure 9/14/2017 514114 PM ) Open Record
1 Add Record
A Janet Jones Login Failure 9/14/2017 51318 PM N
Delete Record
A Janet Jones Login Failure 9/14/2017 5:12:33 PM ) Remove Record
4 Janst Jones Login Failure 9/14/2017 5:10:45 P = Fecord Update
Tl Set Two Factor Auth
A Janet Jones Login Failure 9/14/2017 5:10:27 PM ) share
A Janet Jones Login Failure 9/14/2017 5:10:23 PM
A Craig Lurey Login 91472017 5:02:45 PM oK
A Craig Lurey Login 9/14/2017 5:02:13 PM
A Craig Lurey Open Record 9/14/2017 4:44:19 PM
A Craig Lurey Open Record 9/14/2017 4:44:17 PM
A Craig Lurey Login 91472017 4:44:17 PM ., . .,
P Lo - P Forensic Analysis of User Behavior and
A Craig Lurey Login 91472017 3:44:46 PM Record—speC/flC ACt/V/ty’
A Craig Lurey Login 9/14/2017 3:20:50 PM
Craig Lure o] R d 9/14/2017 2:49:54 PM : f
4 Gy pen recort Login Failure
A Craig Lurey Open Record 9/14/2017 2:48:44 PM
Location Sacramento, Galifornia
A Craig Lurey Open Record 9/14/2017 2:48:40 PM
Version Web App 11.1.0
< 1/51 >

Detail account_locked

IP Address 67.91.221.196

Keeper Security, Inc. ©2017 15
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Contact

@ keepersecurity.com

. 312.829.2680

¥ sales@keepersecurity.com
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